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PROTECTI NG THE PRI VACY OF PATI ENTS' HEALTH | NFORMATI ON

Overview. The first-ever federal privacy standards to protect patients'
nedi cal records and other health information provided to health plans, doctors,
hospitals and other health care providers took effect on April 14, 2003.
Devel oped by the Departnent of Health and Hunan Services (HHS), these new
standards provide patients with access to their nedical records and nore contro
over how their personal health information is used and di sclosed. They represent
a uniform federal floor of privacy protections for consunmers across the
country. State laws providing additional protections to consunmers are not
affected by this new rule.

Congress called on HHS to issue patient privacy protections as part of the
Heal th I nsurance Portability and Accountability

Act of 1996 (H PAA). H PAA included provisions designed to encourage
el ectroni ¢ transactions and al so required new

saf eguards to protect the security and confidentiality of health information
The final regulation covers health plans,

heal t h care cl eari nghouses, and those health care providers who conduct
certain financial and admnistrative

transactions (e.g., enrollnent, billing and eligibility verification)
el ectronically. Mdst health insurers, pharnmacies, doctors

and other health care providers were required to conply with these federa
standards begi nning April 14, 2003. As

provided by Congress, certain snall health plans have an additional year to
conply. HHS has conducted extensive

outreach and provi ded gui dance and technical assistant to these providers and
busi nesses to nmake it as easy as

possible for themto inplenment the new privacy protections. These efforts
i ncl ude answers to hundreds of common

questions about the rule, as well as explanations and descri ptions about key
el ements of the rule. These materials are

avail abl e at http://ww. hhs. gov/ ocr/ hi paa.

PATI ENT PROTECTI ONS

The new privacy regul ati ons ensure a national floor of privacy protections
for patients by limting the ways that

heal t h pl ans, pharmaci es, hospitals and other covered entities can use
patients' personal nedical information. The

regul ations protect nedical records and other individually identifiable
health information, whether it is on paper, in

conputers or conmunicated orally. Key provisions of these new standards
i ncl ude:

Access To Medical Records. Patients generally should be able to see
and obtain copies of their nedica



records and request corrections if they identify errors and nmi stakes.
Heal t h pl ans, doctors, hospitals, clinics,

nur si ng hones and other covered entities generally should provide
access these records within 30 days and

may charge patients for the cost of copying and sending the records.

Notice of Privacy Practices. Covered health plans, doctors and ot her
heal th care providers nust provide a

notice to their patients how they may use personal nedical information
and their rights under the new privacy

regul ation. Doctors, hospitals and other direct-care providers
generally will provide the notice on the patient's

first visit following the April 14, 2003, conpliance date and upon
request. Patients generally will be asked to

sign, initial or otherw se acknow edge that they received this notice.
Heal t h pl ans generally nust mail the

notice to their enrollees by April 14 and again if the notice changes
significantly. Patients also may ask

covered entities to restrict the use or disclosure of their
i nformation beyond the practices included in the

notice, but the covered entities would not have to agree to the
changes.

Limts on Use of Personal Medical Information. The privacy rule sets
limts on how health plans and covered

providers may use individually identifiable health information. To
pronote the best quality care for patients,

the rule does not restrict the ability of doctors, nurses and other
providers to share information needed to

treat their patients. In other situations, though, personal health
i nformation generally may not be used for

purposes not related to health care, and covered entities may use or
share only the m ni rum amount of

protected informati on needed for a particular purpose. In addition
patients would have to sign a specific

aut hori zation before a covered entity could release their nedica
information to a life insurer, a bank, a

marketing firm or another outside business for purposes not related to
their health care.

Prohi bition on Marketing. The final privacy rule sets new restrictions
and limts on the use of patient

information for narketing purposes. Pharnacies, health plans and other
covered entities must first obtain an

i ndi vidual's specific authorization before disclosing their patient
information for narketing. At the sane tine,

the rule permts doctors and ot her covered entities to comunicate
freely with patients about treatnment

options and other health-related information, including disease-
managenent prograns.

Stronger State Laws. The new federal privacy standards do not affect
state laws that provide additiona

privacy protections for patients. The confidentiality protections are
cunul ative; the privacy rule will set a

national "floor" of privacy standards that protect all Anericans, and
any state |aw providing additiona



protections would continue to apply. Wien a state law requires a
certain disclosure -- such as reporting an

i nfectious di sease outbreak to the public health authorities -- the
federal privacy regul ati ons woul d not

preenpt the state | aw

Confidential conmunications. Under the privacy rule, patients can
request that their doctors, health plans

and other covered entities take reasonable steps to ensure that their
comuni cations with the patient are

confidential. For exanple, a patient could ask a doctor to call his or
her office rather than hone, and the

doctor's office should conmply with that request if it can be
reasonabl y accomuodat ed.

Conpl aints. Consuners nmay file a formal conplaint regarding the
privacy practices of a covered health plan or

provider. Such conplaints can be made directly to the covered provider
or health plan or to HHS' O fice for G vi

Ri ghts (OCR), which is charged with investigating conplaints and
enforcing the privacy regulation. Information

about filing conplaints should be included in each covered entity's
notice of privacy practices. Consuners can

find out nore information about filing a conplaint at
http://ww. hhs. gov/ ocr/ hi paa or by calling (866)

627-7748.

HEALTH PLANS AND PROVI DERS

The privacy rule requires health plans, pharmacies, doctors and ot her covered
entities to establish policies and

procedures to protect the confidentiality of protected health information
about their patients. These requirenents

are flexible and scalable to allow different covered entities to inplenent
them as appropriate for their businesses

or practices. Covered entities nust provide all the protections for patients
cited above, such as providing a notice of

their privacy practices and limting the use and disclosure of information as
requi red under the rule. In addition

covered entities nmust take some additional steps to protect patient privacy:

Witten Privacy Procedures. The rule requires covered entities to have
written privacy procedures, including

a description of staff that has access to protected information, how
it will be used and when it nay be

di scl osed. Covered entities generally nust take steps to ensure that
any busi ness associ ates who have

access to protected informati on agree to the sanme limtations on the
use and disclosure of that information

Enpl oyee Training and Privacy O ficer. Covered entities nust train
their enployees in their privacy

procedures and nust designate an individual to be responsible for
ensuring the procedures are followed. If

covered entities learn an enployee failed to foll ow these procedures,
they nust take appropriate disciplinary

action.



Public Responsibilities. In limted circunstances, the final rule
permts -- but does not require --covered

entities to continue certain existing disclosures of health
i nformati on for specific public responsibilities. These

permitted disclosures include: energency circunstances; identification
of the body of a deceased person, or

the cause of death; public health needs; research that involves
limted data or has been independently

approved by an Institutional Review Board or privacy board; oversight
of the health care system judicial and

admi nistrative proceedings; limted | aw enforcenent activities; and
activities related to national defense and

security. The privacy rule generally establishes new saf eguards and
l[imts on these disclosures. Wiere no

other law requires disclosures in these situations, covered entities
may continue to use their professiona

judgnent to decide whether to make such disclosures based on their own
policies and ethical principles.

Equi val ent Requirenments For Governnment. The provisions of the fina
rule generally apply equally to private

sector and public sector covered entities. For exanple, private
hospital s and governnent-run hospitals

covered by the rule have to conply with the full range of
requirenents.

QUTREACH AND ENFCRCEMENT

HHS Ofice for Civil R ghts (OCR) oversees and enforces the new federa
privacy regul ations. Led by OCR, HHS has

i ssued extensive guidance and technical assistance materials to nake it as
easy as possible for covered entities to

conply with the new requirenents. Key elenments of OCR s outreach and
enforcenent efforts include:

Qui dance and technical assistance materials. HHS has issued extensive
gui dance and technical materials to

explain the privacy rule, including an extensive, searchable
col l ection of frequently asked questions that

address mmj or aspects of the rule. HHS will continue to expand and
update these materials to further assi st

covered entities in conplying. These nmaterials are avail able at
http://ww. hhs. gov/ ocr/ hi paa/ assist. htm .

Conferences and senminars. HHS has participated in hundreds of
conferences, trade associ ati on neetings and

conference calls to explain and clarify the provisions of the privacy
regul ation. These included a series of

regi onal conferences sponsored by HHS, as well as many hel d by
pr of essi onal associati ons and trade groups.

HHS wi || continue these outreach efforts to encourage conpliance with
the privacy requirenents.

Information line. To help covered entities find out informati on about
the privacy regul ati on and ot her



adm nistrative sinplification provisions of the Health | nsurance
Portability and Accountability Act of 1996, OCR

and HHS' Centers for Medicare & Medicaid Services have established a
toll-free information |ine. The nunber is

(866) 627-7748.

Conpl ai nt investigations. Enforcenent will be primarily conpl aint-
driven. OCR will investigate conplaints and

work to make sure that consuners receive the privacy rights and
protections required under the new

regul ati ons. When appropriate, OCR can inpose civil nonetary penalties
for violations of the privacy rule

provisions. Potential crimnal violations of the |aw would be referred
to the U S. Departnent of Justice for

further investigation and appropriate action

Cvil and Crimnal Penalties. Congress provided civil and crimna
penalties for covered entities that m suse

personal health information. For civil violations of the standards,
OCR may i nmpose nonetary penalties up to

$100 per violation, up to $25,000 per year, for each requirenent or
prohibition violated. Crimnal penalties

apply for certain actions such as know ngly obtaining protected health
information in violation of the | aw

Crimnal penalties can range up to $50,000 and one year in prison for
certain offenses; up to $100, 000 and

up to five years in prison if the offenses are conmtted under "fal se
pretenses"; and up to $250, 000 and up

to 10 years in prison if the offenses are committed with the intent to
sell, transfer or use protected health

information for commercial advantage, personal gain or malicious harm
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